HIPAA Compliance for |
Business Associates: The |

Value of compliance, how to
acquire and retain clients!
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IPAA & HITEC

HIPAA HIPAA

» Protect patient confidentiality while
furthering innovation and patient care.

Omnibus OMNIBUS

* Business Associates must protect PHI.

HITECH/Meaningful Use HITECH/

« Accelerate adoption of EHR(electronic
Health records).

Penalties or Incentives for adherence

Meaningful
Use
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Before/After Omnibus Rule

= Before Omnibus: BAs/Subcontractors
regulated through Business Associate
Agreements (BAAS)
= After Omnibus: BAs/Subcontractors are
now regulated directly under HIPAA:
« Comply with HIPAA Security Rule

«  Comply with a specific section of the
HITECH Breach Nofification Rule

Copyright ©2013 R:J . Romero.

. Comply with all applicable provisions of "I heard the new HIPAA Omnibus
fhe Privacy Rule Rules are a whole lot tougher on
= Substantially increased the magnitude business associates.”
of HIPAA enforcement risk and liability
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BAAS

Business Associate Agreements. Agreement
between the CE and BA to govern the BA's
creation, use, maintenance and disclosure of PHI.
=  Must comply with HIPAA Security and Privacy Rules
= BAAs have ALWAYS been required by HIPAA

= After Omnibus — Require reciprocal monitoring by
the BA & CE

= Subcontractors of BAs are treated as BAs as well
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The Seven Fundamental Elements of an
Effective Compliance Program

Compliance according to HHS:

Implementing written policies, procedures and standards of conduct.
Designating a compliance officer and compliance committee.
Conducting effective training and education.

Developing effective lines of communication.

Conducting internal monitoring and auditing.

Enforcing standards through well-publicized disciplinary guidelines.

N oS O~

Responding promptly to detected offenses and undertaking corrective action.

( c i G *Source HHS & OIG  Rpaigs?®
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Compliance + Security

Audits Security Risk Analysis

« Security/Administrative/Privacy = Penetration Testing
Gap identification and Remediation =  Vulnerability Scan
Policies & Procedures Network Security
Employee Training & Attestation Managed Services
Incident Management IT Consulting
Business Associate Management Cloud Services

Security Risk Assessment

REPUTATION
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Trends in HIPAA Enforcement

HIPAA compliance as a differentiator
= Fitbit Inc. — announces its HIPAA compliance, stock price soared (26%)

= THREE Prison Sentences Violation Settlements in 2015 $4.4M
= Medical License Revoked -
= State Attorney General levying fines 93.5M
. . 850k
1in 4 Americans $750k S750k >
- $150k g
|n| 380k 5125k [
S12k S15k =5 < &
v - Od O =
Affected by g2 3 s 5, 2o
Anthem Breach ﬁl §§ g§ §§ E‘ﬁg

(‘9 ompliancy Group

h " 855-85-HIPAA
ACh'eve'IIIusvatci}:;:-f,',?:i-':.;,,-f.-ed © 2016 Compliancy Group, LLC 7




Phase 2 Audits - NOW

= Began: March 22, 2016

=  Covered Entities will receive an email from OCR
to verify their contact information; Business i
Associates as well

= Failure to respond will not exclude you from
potentially being audited, OCR will simply use
publicly available information

OFFICE OF THE SECRETARY

d use 1o reach Entity Name
and Breach Notification Rules

ion. If we do a response from you we will use this
ations with this entity. Failure to respond will not shield your

"The 2016 Phase 2 HIPAA Audit Program will review the

policies and procedures adopted and employed by e o
covered entities and their business associates to meet

selected standards and implementation specifications oot

of the Privacy, Security, and Breach Notification Rules.”
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Why Should | Caree

= Your clients are at risk
= You are aft risk
= Limit your liabilities
« Protect PHI, reputation damage, $$$ penalties

This is a Federal Mandate, NOT optional

“Business Associates are on the hook for HIPAA violations.”

( )Compllancy Group 855 85 HIPAA
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What Are My Liabillitiese

Business associates are directly liable for:
1. Impermissible uses and disclosures
2. Failure to provide breach notification to the CE

3. Failure to provide access to a copy of ePHI to either the CE the
individual, or the individual’s designee

4. Failure to disclose PHI where required by the HHS to investigate or
determine the BA’s HIPAA compliance

5. Failure to follow Minimum Necessary standard when using or
disclosing

6. Failure to provide an accounting of disclosures

chieve.Illustrate.Mai
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Insurance Holding Company

= |nsurance company, Triple-S (Puerto Rico)

=  Widespread non-compliance
* Failure to implement Administrative, Privacy, and Technical
safeguards
* Lack of appropriate Business Associate Agreements
» Failure to conduct accurate/thorough Risk Analysis

= Setftlement: $3.5 Million (11/30/15)

“This case sends an important message for HIPAA Covered Entities not only about
compliance with the requirements of the Security Rule, including risk analysis, but
compliance with the requirements of the Privacy Rule, including those addressing
business associate agreements and the minimum necessary use of protected health
information.” said OCR Director Jocelyn Samuels.

http://www.hhs.gov/about/news/2015/11/30/triple-s-management-corporation-settles-hhs-charges.ntml
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But...lt Probably Won't Happen To Me

= |n arecent study, more than half of HIPAA Breach by Type
business associates (59%) reported a -
data breach in the last two years that 34%
involved the loss or theft of patient ﬁ8oﬁzm e = Theft
data. More than a quarter (29%) access/disclosure "
experienced two breaches or more.

= Of the 345 incidents reported by HHS | DR
and listed on their site under Breaches noident
Affecting 500 or More Individuals, 74 . g
involved a business associate (21%). 20% mpropor disposal

Fifth Annual Benchmark Study on Privacy & Security of Healthcare Data conducted by Ponemon Institute
http://media.scmagazine.com/documents/121/healthcare _privacy _security be 30019.pdf
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2 HHS Wall of Shame
Breach Report Results \H _}; -;u -\3
Name of Covered Entity ¢ State ¢ Covered Individuals Breach Type of Breach Location of Breached Information
Entity Affected ¢ | Submission
Type ¢ Date ~
0O | Target Corporation Health Plan MN Business 719 04/05/2016 Unauthorized Paper/Films
Associate Access/Disclosure
0O | Sisters of Charity of Leavenworth Health System Health CcO Business 540 04/05/2016 Unauthorized Paper/Films
Benefits Plan Associate Access/Disclosure
0O | Metropolitan Jewish Health System, Inc. d/b/a MJHS NY Business 2483 03/22/2016 Hacking/IT Incident Email
Associate
O | DataStat, Inc. MI Business 552 02/12/2016 Unauthorized Paper/Films
Associate Access/Disclosure
O | BlueCross BlueShield of South Carolina SC Business 998 02/12/2016 Unauthorized Paper/Films
Associate Access/Disclosure
O | SEIM JOHNSON, LLP NE Business 30972 02/08/2016 Theft Laptop
Associate
© | Buchness, Mary Ruth NY Healthcare | 14910 12/11/2015 Unauthorized Email
Provider Access/Disclosure
0O | Midlands Orthopaedics, P.A. SC Healthcare | 3902 11/13/2015 Hacking/IT Incident Network Server
Provider
O | EnvisionRx OH Business 540 10/23/2015 Unauthorized Paper/Films
Associate Access/Disclosure
© | Insurance Data Services Ml Business 2918 10/08/2015 Theft Paper/Films
Associate
© | Sunquest Information Systems AZ Business 2100 09/24/2015 Theft Laptop
Associate
0O | Melanie Witte (attorney on behalf of EBPMA) CA Business 1494 07/29/2015 Unauthorized Laptop
Associate Access/Disclosure
O | Medical Informatics Engineering IN Business 3900000 07/23/2015 Hacking/IT Incident Electronic Medical Record, Network Server
Associate
©O | Heartland Dental, LLC IL Business 2860 06/24/2015 Hacking/IT Incident Network Server
C - C Associate \
9 Achieve IIIustrate,\' faintain. OO HIFAR 13
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Importance of BAA & Complete Risk Analysis

= North Memorial Health Care of Minnesota

= Laptop theft, 6,497 patient records

= No BAA with Billing firm

= Failed to complete a risk analysis to address all
potential risks and vulnerabilities to ePHI

= Settlement: $1,550,000 (3/19/16)

“Two major cornerstones of the HIPAA Rules were overlooked by this entity,” said
Jocelyn Samuels, Director of OCR. “Organizations must have in place compliant
Business Associate Agreements as well as an accurate and thorough risk analysis that
addresses their enterprise-wide IT infrastructure.

http://www.hhs.gov/about/news/2016/03/16/155-million-settlement-underscores-importance-executing-hipaa-business-
associate-agreements.hitml
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The NEED for BAAS

= Raleigh Orthopaedic (North Caroling)
= 17,300 patient records

= Handed over x-rays and associated PHI to
potential business partner without first executing
a business associate agreement.

= Setftlement: $750,000 (4/20/16)

“HIPAA's obligation on covered entities to obtain business associate agreements is
more than a mere check-the-box paperwork exercise,” said Jocelyn Samuels, Director
of OCR. “It is critical for entities to know to whom they are handing PHI and to obtain
assurances that the information will be protected.”

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/raleigh-orthopaedic-clinic-bulletin/
index.html
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What's The Big Deal About HIPAA®?

Federal Mandate “LAW” 3 = 5
« Heavy Enforcement Mi”iO n

In the News CE'S & BA'S

Reputation & Fines 70 _ 7 9%
2015 Fastest e NOT S44

growing sector Compliant | B illion

Incentive
Dollars Paid

:) A ‘ “I“ 3 . rQup 855-85-HIPAA
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Benefits Of Being Compliant

= Differentiate yourself: You become more credible than your

competitors
Announce your compliance
= Retain current clients
OCompliancy Group 85585 HIPAA
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Differentiate Your Company

Dro P boX NOW SU pports HIPAA and HITECH Commonwealth Computer Recycling Offers Free, HIPAA-Compliant ...
) Digital Journal - 3 hours ago
Act com p| lance Greensburg, PA -- (ReleaseWire) -- 04/20/2016 — As part of its celebration of Earth Day,

Commonwealth Computer Recycling is offering free mail-in e-waste ...

Tolga Erbay | November 6,2015 | Il 0 comments w Elo [ s 2 . . A
Mimecast Completes HIPAA Security Compliance Assessment and ...

Business Wire (press release) - Apr 12, 2016

. Cirracore Announces HIPAA / HITECH Compliance ... Act (HIPAA) Security Compliance Assessment and Service Organization Control 2
!\gkcfguED B PR Web (press release) - Apr 4, 2016 Type 1 (SOC 2 Type 1) Independent Service Audit.
: An independent auditing firm Tuttle Consulting performed the audits
A and confirmed Cirracore's compliance with the HIPAA HITECH FormAssembly Announces HIPAA Compliant Enterprise Form ...
' standards. SYS-CON Media (press release) - Apr 12, 2016
BLOOMINGTON, Ind., April 12, 2016 /PRNewswire-iReach/ -- Veer West LLC

Fitbit is now HIPAA compliant—is your business? announced today the availability of a new HIPAA compliant ...
CIO - Oct 2, 2015
Fitbit's announcement of its HIPAA compliance underscores the Aternity® Announces HIPAA-CompIiant End User Experience
need for companies to comply with HIPAA when they use protected

Business Wire (press release) - Mar 1, 2016
Healthcare organizations looking for a HIPAA-compliant End User Experience
Monitoring solution can turn to Aternity to ensure that they ...

data, even ...

HIPAA compliance as a differentiator
= Fitbit Inc. — announces its HIPAA compliance, stock price soared (26%)
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MSP/ Service Provider
= Beat the competition

= New Market Opportunities P i xp€X

n Recurring Revenue Technology Management, Inc.

Sc.:oloble offgmg oWe SERVICES OF TEXAS, INC.
= Higher Margins

“"We see The Guard as a solution that remedied our concerns about providing compliance support for our clients that also
suited their needs to a tee. Liability has never been an issue, and Compliancy Group’s proven track record of not having a
single client ever fail an OCR audit has proven true with our clients as well. They cared about fitting The Guard into our
pre-existing business, and with the marketing and sales support they’ve even held private webinars just for the benefit of
our clients. Compliancy Group and their team of Compliance Coaches has let us focus on the security work we’ve always
provided while enhancing our offerings with a powerful total compliance solution that we know will work for our clients.”-
George Passidakis, Director of Sales and Market

() Compliancy Group 855-85-HIPAA
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Adding Compliance To Your Offerings
/-
/ \ REVPRO

Achleve HEALTHCARE SOLUTIONS

ue Cycle Management, Inc

= |ncrease stickiness of clients
=  Added value to your offerings

= Your clients are compliant and so are you! . og-
« Limit liability for all parties ClICk aMaII

= New revenue stream

( ) Comg 5’?’? cy Group 855-85-HIPAA 20
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How Do | Become Compliant?

Business Associate Compliance Requirements:

a Audifs
O Security Risk Assessment and Administrative Assessment

a Identify deficiencies
d Create remediation plans
Q Security and Administrative H1PAA SEA;
Policies and Procedures COH?LEAT\JCE

Employee Training —
dentify CEs and BAs (BAA) sz - m
Incident Management

Review of compliance — Annual/periodic

(I R Ry Oy W
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Coc

Solving The HIPAA Compliance Puzzle

Audits
SRA (Security Risk
Assessment),
— Administrative,
Incident : anacy )

Management &

Remediation Remediation
/ A & Plan

—BPAA -

/

Business .\_ r / PO|ICIeS,

Associate ™ : Procedures
Management > \ ™\ &Training
»# Document -
Version
Employee
Attestation &
Tracking
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Compliance Simplified

Compliance
Questions?

For more information, contact:

Marc Haskelson
855.854.4722 ext 507
marc@compliancygroup.com

855-85-HIPAA
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