
 This document was produced as part of research into the capabilities of ChatGPT and is 
 intended for informational purposes only.  It is not intended to be used for legal advice 
 and should only be viewed as a hypothetical exercise. 

 Write a set of HIPAA-compliant policies and procedures for a 
 medical office that defines the access controls of doctors, nurses, 
 physicians assistants, and office staff. 

 1.  Access Control Policy: The medical office shall implement technical, administrative, and 
 physical safeguards to protect the confidentiality, integrity, and availability of e-PHI. The 
 office shall establish and implement policies and procedures that: 

 ●  Limit access to e-PHI to authorized individuals or software programs (45 CFR 164.312(a)(1)) 
 ●  Ensure that all workforce members are aware of the office's policies and procedures 

 regarding e-PHI (45 CFR 164.312(b)) 
 ●  Implement procedures for verifying the identity of individuals who request access to e-PHI 

 (45 CFR 164.312(d)) 
 ●  Regularly review and monitor access to e-PHI (45 CFR 164.312(e)) 
 2.  Role-Based Access Policy: The medical office shall establish role-based access controls for 

 all workforce members. The office shall assign roles and responsibilities based on their job 
 functions, and access to e-PHI shall be provided accordingly: 

 ●  Doctors, physicians assistants, and nurses shall have full access to e-PHI to perform their 
 job functions such as diagnosis and treatment of patients. (45 CFR 164.308(a)(4)) 

 ●  Office staff shall have limited access to e-PHI, only as necessary for their job functions such 
 as scheduling appointments, billing, and collecting insurance information. (45 CFR 
 164.308(a)(4)) 

 3.  Password Policy: The medical office shall implement a password policy that: 
 ●  Requires workforce members to use unique usernames and strong passwords that are 

 regularly changed (45 CFR 164.312(a)(2)) 
 ●  Restricts access to e-PHI to authorized individuals only (45 CFR 164.312(a)(2)) 
 ●  Prohibits workforce members from sharing their passwords (45 CFR 164.312(a)(2)) 
 4.  Log-In Policy: The medical office shall implement a log-in policy that: 
 ●  Requires workforce members to log in and log out of the office's electronic systems when 

 accessing e-PHI (45 CFR 164.312(a)(1)) 
 ●  Maintains an audit trail of all log-in and log-out activities (45 CFR 164.312(b)) 
 5.  Data Backup Policy: The medical office shall implement a data backup policy that: 
 ●  Regularly backs up all e-PHI to protect against data loss or corruption (45 CFR 164.316) 
 ●  Test the data backup processes to ensure data can be restored in a timely manner (45 CFR 

 164.316) 
 6.  Disciplinary Procedures: The medical office shall have disciplinary procedures in place for 

 workforce members who fail to comply with the office's policies and procedures for 
 protecting e-PHI. These procedures shall include: 

 ●  Verbal and written warnings (45 CFR 164.308(a)(5)) 
 ●  Suspensions (45 CFR 164.308(a)(5)) 
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 ●  Termination of employment (45 CFR 164.308(a)(5)) 
 7.  Training: The medical office shall provide regular training to all workforce members on the 

 office's policies and procedures for protecting e-PHI, as well as HIPAA regulations. The 
 training shall be provided upon hire and periodically thereafter (45 CFR 164.308(a)(5) and 
 164.312(b)) 

 Add a HIPAA-compliant Breach Notification Policy 

 8.  Breach Notification Policy: The medical office shall establish and implement policies and 
 procedures for the notification of any unauthorized access, disclosure, or acquisition of 
 e-PHI in accordance with the Health Insurance Portability and Accountability Act (HIPAA) 
 Breach Notification Rule (45 CFR 164.400 et seq.). The policy shall include the following 
 provisions: 

 ●  Identification of a Breach: The medical office shall establish a process for identifying and 
 investigating any suspected or actual breaches of e-PHI. The process shall be designed to 
 provide prompt notification of any breaches to the appropriate individuals or entities. 

 ●  Notification of Affected Individuals: If a breach of e-PHI occurs, the medical office shall 
 notify the affected individuals without unreasonable delay and no later than 60 days after the 
 discovery of the breach. The notification shall include a description of the breach, the types 
 of e-PHI involved, and steps taken to mitigate the harm resulting from the breach. 

 ●  Notification of the Secretary of Health and Human Services (HHS): The medical office shall 
 notify the Secretary of HHS of any breaches that affect 500 or more individuals. The 
 notification shall be made without unreasonable delay and no later than 60 days after the 
 discovery of the breach. 

 ●  Notification of Media: If a breach of e-PHI occurs that affects 500 or more individuals, the 
 medical office shall notify prominent media outlets serving the area where the affected 
 individuals reside. The notification shall be made without unreasonable delay and no later 
 than 60 days after the discovery of the breach. 

 ●  Notification of Business Associates: The medical office shall notify its business associates 
 of any breaches of e-PHI that are discovered by the office. The notification shall be made 
 without unreasonable delay and no later than 60 days after the discovery of the breach. 

 ●  Documentation: The medical office shall document all breaches of e-PHI and the actions 
 taken in response to the breaches. The documentation shall be retained for six years from 
 the date of the breach. 

 ●  Compliance Assistance: The medical office shall seek assistance from HHS in complying 
 with the notification requirements of the HIPAA Breach Notification Rule as needed (45 CFR 
 164.402(c)) 
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 Add a HIPAA-compliant policy that addresses Patient 
 Right of Access 

 9.  Patient Right of Access Policy: The medical office shall establish and implement policies and 
 procedures to comply with the Health Insurance Portability and Accountability Act (HIPAA) 
 Right of Access Rule (45 CFR 164.524). The policy shall include the following provisions: 

 ●  Patient Request for Access: The medical office shall provide patients with a process for 
 requesting access to their protected health information (PHI) as required by 45 CFR 
 164.524(a)(1). The process shall include instructions on how to make a request, the form for 
 making a request, and the means for submitting the request. 

 ●  Timely Response: The medical office shall provide patients with a response to their request 
 for access to their PHI without unreasonable delay and in no case later than 30 days after 
 the receipt of the request (45 CFR 164.524(b)(2)(i)). 

 ●  Fees: The medical office shall not charge patients more than a reasonable, cost-based fee 
 for providing access to their PHI as required by 45 CFR 164.524(c)(4) 

 ●  Denial of Access: The medical office shall provide patients with a written denial of their 
 request for access to their PHI that includes the reasons for the denial, the individual or 
 entity responsible for the denial, and the patient's right to have the denial reviewed as 
 required by 45 CFR 164.524(d) 

 ●  Access to Electronic PHI: The medical office shall provide patients with access to their 
 electronic PHI in the format and manner requested by the patient, if it is readily producible in 
 such format as required by 45 CFR 164.524(c)(2) 

 ●  Right to Copy: The medical office shall provide patients with a copy of their PHI in paper or 
 electronic form upon request as required by 45 CFR 164.524(c)(3). 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Right of Access Rule as needed (45 
 CFR 164.524(e)). 

 ●  Documenting and Retaining Access Requests: The medical office shall document and retain 
 records of all access requests for six years from the date of the request. 

 Add a policy that details how to conduct a HIPAA Risk 
 Assessment in a way that meets HIPAA compliance standards 

 10.  HIPAA Risk Assessment Policy: The medical office shall establish and implement policies 
 and procedures for conducting regular risk assessments in accordance with the Health 
 Insurance Portability and Accountability Act (HIPAA) Security Rule (45 CFR 164.308). The 
 policy shall include the following provisions: 
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 ●  Risk Assessment Frequency: The medical office shall conduct a risk assessment annually or 
 as needed to address new technology and environmental changes. 

 ●  Risk Assessment Team: The medical office shall establish a risk assessment team that 
 includes, but is not limited to, the following positions: Privacy Officer, Security Officer, and 
 Information Systems Manager. 

 ●  Risk Assessment Process: The medical office shall establish and implement a risk 
 assessment process that includes, but is not limited to, the following steps: 

 ●  Identify and document all electronic protected health information (ePHI) 
 ●  Identify and document all potential threats and vulnerabilities to ePHI 
 ●  Assess the likelihood and potential impact of each threat and vulnerability 
 ●  Implement security measures to address identified threats and vulnerabilities 
 ●  Monitor and evaluate the effectiveness of the implemented security measures 
 ●  Risk Assessment Documentation: The medical office shall document the risk assessment 

 process and the results of the risk assessment. 
 ●  Risk Management: The medical office shall implement a risk management plan that includes, 

 but is not limited to, the following steps: 
 ●  Implement security measures to address identified threats and vulnerabilities 
 ●  Monitor and evaluate the effectiveness of the implemented security measures 
 ●  Update the risk assessment process and risk management plan as needed 
 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 

 Health and Human Services (HHS) in complying with the Security Rule as needed (45 CFR 
 164.308(a)(1)). 

 ●  Documenting and Retaining Risk Assessment: The medical office shall document and retain 
 records of all risk assessments for six years from the date of the assessment. 

 Add a policy that details the HIPAA Risk Assessment  Gap Identification 
 process and the methods to remediate all gaps identified in a 
 HIPAA-compliant manner. 

 11.  HIPAA Risk Assessment Gap Identification and Remediation Policy: The medical office shall 
 establish and implement policies and procedures for identifying and remediating gaps in the 
 HIPAA risk assessment process in accordance with the Health Insurance Portability and 
 Accountability Act (HIPAA) Security Rule (45 CFR 164.308). The policy shall include the 
 following provisions: 

 ●  Gap Identification: The medical office shall conduct regular reviews of its risk assessment 
 process to identify any gaps in the process. The reviews shall be conducted at least annually 
 or as needed to address new technology and environmental changes. 
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 ●  Gap Remediation: The medical office shall establish and implement a process for 
 remediating any gaps identified in the risk assessment process. The process shall include, 
 but is not limited to, the following steps: 

 ●  Identify the specific gap that needs to be addressed 
 ●  Determine the cause of the gap 
 ●  Develop a plan to address the gap 
 ●  Implement the plan 
 ●  Evaluate the effectiveness of the plan 
 ●  Update the risk assessment process and risk management plan as needed 
 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 

 Health and Human Services (HHS) in complying with the Security Rule as needed (45 CFR 
 164.308(a)(1)). 

 ●  Documentation and Retention: The medical office shall document and retain records of all 
 gap identification and remediation activities for six years from the date of the activity. 

 Add a HIPAA-compliant policy that addresses the destruction of PHI and 
 ePHI 

 12.  PHI and ePHI Destruction Policy: The medical office shall establish and implement policies 
 and procedures for the destruction of protected health information (PHI) and electronic 
 protected health information (ePHI) in accordance with the Health Insurance Portability and 
 Accountability Act (HIPAA) Privacy Rule (45 CFR 164.310). The policy shall include the 
 following provisions: 

 ●  Destruction Methods: The medical office shall establish and implement methods for the 
 destruction of PHI and ePHI that render the information unreadable, indecipherable, and 
 otherwise incapable of being reconstructed. Examples of such methods include shredding, 
 burning, pulverizing, or erasure using a Department of Defense (DoD) level wiping software. 

 ●  Destruction Schedule: The medical office shall establish and implement a schedule for the 
 destruction of PHI and ePHI that is consistent with the retention period required by law and 
 professional standards. 

 ●  Destruction of PHI and ePHI on Portable Devices: The medical office shall establish and 
 implement procedures for the destruction of PHI and ePHI on portable devices, such as 
 laptops, smartphones, and USB drives, that are no longer needed. 

 ●  Destruction of PHI and ePHI in Electronic Media: The medical office shall establish and 
 implement procedures for the destruction of PHI and ePHI in electronic media, such as hard 
 drives, servers, and backups, that are no longer needed. 

 ●  Verification of Destruction: The medical office shall establish and implement procedures for 
 verifying the destruction of PHI and ePHI, including maintaining records of the date and 
 method of destruction. 
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 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Privacy Rule as needed (45 CFR 
 164.310(d)(2)(i)). 

 ●  Documenting and Retaining Destruction Records: The medical office shall document and 
 retain records of all destruction activities for six years from the date of the activity. 

 Add a policy addressing the need for HIPAA-compliant vetting of 
 business associates, including a HIPAA-compliant vetting process. 

 13.  Business Associate Vetting Policy: The medical office shall establish and implement policies 
 and procedures for vetting its business associates in accordance with the Health Insurance 
 Portability and Accountability Act (HIPAA) Privacy and Security Rules (45 CFR 164.314 and 
 164.502). The policy shall include the following provisions: 

 ●  Identification of Business Associates: The medical office shall identify all of its business 
 associates and document their contact information and the services they provide. 

 ●  Business Associate Agreement: The medical office shall have a written agreement with each 
 of its business associates that meets the requirements of the HIPAA Privacy and Security 
 Rules, including provisions that the business associate will comply with the Privacy and 
 Security Rules and will report any noncompliance to the medical office (45 CFR 
 164.314(a)(2) and 164.502(e)). 

 ●  Vetting Process: The medical office shall establish a vetting process for its business 
 associates that includes conducting background checks, reviewing the business associate's 
 privacy and security policies and procedures, and assessing the business associate's 
 compliance with HIPAA and other relevant laws. 

 ●  Conducting Regular Reviews: The medical office shall conduct regular reviews of its 
 business associates to ensure that they continue to meet the medical office's standards for 
 privacy and security. 

 ●  Termination of Business Associate Agreements: The medical office shall terminate its 
 agreement with a business associate if the medical office determines that the business 
 associate is not in compliance with the HIPAA Privacy and Security Rules or if the business 
 associate breaches its agreement with the medical office. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Privacy and Security Rules as 
 needed (45 CFR 164.314(d)(2)(i) and 164.502(a)(5)(ii)). 

 ●  Documenting and Retaining Business Associate Vetting Records: The medical office shall 
 document and retain records of all business associate vetting activities for six years from 
 the date of the activity. 
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 Add a policy that addresses conducting a HIPAA-compliant Physical Site 
 Audit 

 14.  Physical Site Audit Policy: The medical office shall conduct regular physical site audits in 
 accordance with the Health Insurance Portability and Accountability Act (HIPAA) Security 
 Rule (45 CFR 164.308) to ensure the confidentiality, integrity, and availability of all electronic 
 protected health information (ePHI) stored or transmitted on its premises. The policy shall 
 include the following provisions: 

 ●  Conducting Regular Audits: The medical office shall conduct regular physical site audits to 
 assess the effectiveness of its physical safeguards for protecting ePHI. 

 ●  Physical Site Audit Checklist: The medical office shall develop a physical site audit checklist 
 that includes, at a minimum, the following items: 

 ○  Access controls: Assessing the effectiveness of the medical office's controls to limit 
 physical access to its facilities and equipment that store or transmit ePHI. 

 ○  Workstation security: Assessing the security of all workstations, including laptops 
 and mobile devices, that access ePHI. 

 ○  Network security: Assessing the security of the medical office's network, including 
 the security of wireless access points and remote access methods. 

 ○  Device and media controls: Assessing the security of all devices and media that 
 store ePHI, including backup systems and disaster recovery procedures. 

 ●  Auditing Third-Party Service Providers: The medical office shall conduct regular physical site 
 audits of its third-party service providers, such as data centers and cloud service providers, 
 that store or transmit ePHI on the medical office's behalf. 

 ●  Reporting and Remediating Audit Findings: The medical office shall report and remediate any 
 deficiencies identified during physical site audits in accordance with the HIPAA Security Rule. 
 The medical office shall also document and retain records of all physical site audit activities 
 for six years from the date of the activity. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Security Rule as needed (45 CFR 
 164.308(a)(8)). 

 Add a policy that addresses conducting a HIPAA-compliant Asset and 
 Device Audit 

 15.  Asset & Device Audit Policy: The medical office shall conduct regular asset and device audits 
 in accordance with the Health Insurance Portability and Accountability Act (HIPAA) Security 
 Rule (45 CFR 164.308) to ensure the confidentiality, integrity, and availability of all electronic 
 protected health information (ePHI) stored or transmitted on its premises. The policy shall 
 include the following provisions: 

 ●  Conducting Regular Audits: The medical office shall conduct regular asset and device audits 
 to assess the effectiveness of its technical safeguards for protecting ePHI. 
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 ●  Asset & Device Audit Checklist: The medical office shall develop an asset and device audit 
 checklist that includes, at a minimum, the following items: 

 ○  Inventory of Assets & Devices: The medical office shall maintain an inventory of all 
 assets and devices that store or transmit ePHI, including laptops, mobile devices, 
 servers, and network equipment. 

 ○  Software & Application Inventory: The medical office shall maintain an inventory of all 
 software and applications that store or transmit ePHI, including operating systems, 
 databases, and remote access software. 

 ○  Vulnerability Management: The medical office shall assess the vulnerabilities of its 
 assets and devices and implement measures to remediate them. 

 ○  Security Configuration Management: The medical office shall ensure that all assets 
 and devices are configured in accordance with industry standards and best practices 
 for security. 

 ●  Auditing Third-Party Service Providers: The medical office shall conduct regular asset and 
 device audits of its third-party service providers, such as data centers and cloud service 
 providers, that store or transmit ePHI on the medical office's behalf. 

 ●  Reporting and Remediating Audit Findings: The medical office shall report and remediate any 
 deficiencies identified during asset and device audits in accordance with the HIPAA Security 
 Rule. The medical office shall also document and retain records of all asset and device audit 
 activities for six years from the date of the activity. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Security Rule as needed (45 CFR 
 164.308(a)(8)). 

 Add a policy that addresses conducting a HIPAA-Compliant Security 
 Standards Audit 

 16.  Security Standards Audit Policy: The medical office shall conduct regular security standards 
 audits in accordance with the Health Insurance Portability and Accountability Act (HIPAA) 
 Security Rule (45 CFR 164.308) to ensure compliance with the administrative, physical, and 
 technical safeguards for protecting electronic protected health information (ePHI). The 
 policy shall include the following provisions: 

 ●  Conducting Regular Audits: The medical office shall conduct regular security standards 
 audits to assess the effectiveness of its security program for protecting ePHI. 

 ●  Security Standards Audit Checklist: The medical office shall develop a security standards 
 audit checklist that includes, at a minimum, the following items: 

 ○  Administrative Safeguards: The medical office shall assess its compliance with the 
 administrative safeguards for protecting ePHI, including security management 
 process, security personnel, information access management, and security incident 
 procedures. 
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 ○  Physical Safeguards: The medical office shall assess its compliance with the 
 physical safeguards for protecting ePHI, including facility access controls, 
 workstation use, and device and media controls. 

 ○  Technical Safeguards: The medical office shall assess its compliance with the 
 technical safeguards for protecting ePHI, including access control, audit controls, 
 integrity, person or entity authentication, and transmission security. 

 ●  Auditing Third-Party Service Providers: The medical office shall conduct regular security 
 standards audits of its third-party service providers, such as data centers and cloud service 
 providers, that store or transmit ePHI on the medical office's behalf. 

 ●  Reporting and Remediating Audit Findings: The medical office shall report and remediate any 
 deficiencies identified during security standards audits in accordance with the HIPAA 
 Security Rule. The medical office shall also document and retain records of all security 
 standards audit activities for six years from the date of the activity. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Security Rule as needed (45 CFR 
 164.308(a)(8)). 

 Add a policy that addresses conducting a HIPAA-Compliant Privacy Standards 
 Audit 

 17.  Privacy Standards Audit Policy: The medical office shall conduct regular privacy standards 
 audits in accordance with the Health Insurance Portability and Accountability Act (HIPAA) 
 Privacy Rule (45 CFR 164.502) to ensure compliance with the regulations governing the use 
 and disclosure of protected health information (PHI). The policy shall include the following 
 provisions: 

 ●  Conducting Regular Audits: The medical office shall conduct regular privacy standards audits 
 to assess the effectiveness of its privacy program for protecting PHI. 

 ●  Privacy Standards Audit Checklist: The medical office shall develop a privacy standards audit 
 checklist that includes, at a minimum, the following items: 

 ○  Use and Disclosure of PHI: The medical office shall assess its compliance with the 
 regulations governing the use and disclosure of PHI, including permissible uses and 
 disclosures, minimum necessary requirements, and patient authorization 
 requirements. 

 ○  Privacy Notice and Patient Rights: The medical office shall assess its compliance 
 with the regulations governing the provision of privacy notices and patient rights, 
 including notice content and delivery, access, amendment, and accounting of 
 disclosures requirements. 

 ○  Breach Notification: The medical office shall assess its compliance with the 
 regulations governing breach notification, including the requirements for identifying, 
 reporting, and mitigating breaches of unsecured PHI. 
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 ○  Business Associates: The medical office shall assess its compliance with the 
 regulations governing business associates, including the requirements for obtaining 
 business associate agreements and ensuring that the business associates comply 
 with the Privacy Rule. 

 ●  Reporting and Remediating Audit Findings: The medical office shall report and remediate any 
 deficiencies identified during privacy standards audits in accordance with the HIPAA Privacy 
 Rule. The medical office shall also document and retain records of all privacy standards audit 
 activities for six years from the date of the activity. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with the Privacy Rule as needed (45 CFR 
 164.502(a)(5)(i)). 

 Add a policy that addresses conducting a HIPAA-Compliant HITECH Subtitle 
 D Privacy Audit 

 18.  HITECH Subtitle D Privacy Audit Policy: The medical office shall conduct regular HITECH 
 Subtitle D privacy audits in accordance with the Health Information Technology for Economic 
 and Clinical Health (HITECH) Act Subtitle D to ensure compliance with the regulations 
 governing the use and disclosure of protected health information (PHI) in electronic form 
 (ePHI). The policy shall include the following provisions: 

 ●  Conducting Regular Audits: The medical office shall conduct regular HITECH Subtitle D 
 privacy audits to assess the effectiveness of its privacy program for protecting ePHI. 

 ●  HITECH Subtitle D Privacy Audit Checklist: The medical office shall develop a HITECH 
 Subtitle D privacy audit checklist that includes, at a minimum, the following items: 

 ○  Technical Safeguards: The medical office shall assess its compliance with the 
 regulations governing the technical safeguards for protecting ePHI, including access 
 controls, audit controls, integrity controls, and transmission security. 

 ○  Physical Safeguards: The medical office shall assess its compliance with the 
 regulations governing the physical safeguards for protecting ePHI, including facility 
 access controls and workstation use. 

 ○  Administrative Safeguards: The medical office shall assess its compliance with the 
 regulations governing the administrative safeguards for protecting ePHI, including 
 security management processes, security personnel, information access 
 management, and security incident procedures. 

 ●  Reporting and Remediating Audit Findings: The medical office shall report and remediate any 
 deficiencies identified during HITECH Subtitle D privacy audits in accordance with the 
 HITECH Act. The medical office shall also document and retain records of all HITECH 
 Subtitle D privacy audit activities for six years from the date of the activity. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Office for Civil 
 Rights (OCR) in complying with the HITECH Act as needed (45 CFR 164.502(a)(5)(i)). 
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 Add a policy that addresses conducting a HIPAA-Compliant  IT Risk Analysis 
 Questionnaire 

 19.  IT Risk Analysis Questionnaire Policy: The medical office shall conduct regular IT risk 
 analysis questionnaires in accordance with the Health Insurance Portability and 
 Accountability Act (HIPAA) to ensure compliance with the regulations governing the 
 protection of protected health information (PHI). The policy shall include the following 
 provisions: 

 ●  Conducting Regular IT Risk Analysis Questionnaires: The medical office shall conduct regular 
 IT risk analysis questionnaires to assess the potential risks and vulnerabilities to the 
 confidentiality, integrity, and availability of PHI in its IT systems. 

 ●  IT Risk Analysis Questionnaire Checklist: The medical office shall develop an IT risk analysis 
 questionnaire checklist that includes, at a minimum, the following items: 

 ○  Technical Safeguards: The medical office shall assess its compliance with the 
 regulations governing the technical safeguards for protecting PHI, including access 
 controls, audit controls, integrity controls, and transmission security. 

 ○  Physical Safeguards: The medical office shall assess its compliance with the 
 regulations governing the physical safeguards for protecting PHI, including facility 
 access controls and workstation use. 

 ○  Administrative Safeguards: The medical office shall assess its compliance with the 
 regulations governing the administrative safeguards for protecting PHI, including 
 security management processes, security personnel, information access 
 management, and security incident procedures. 

 ●  Reporting and Remediating IT Risk Analysis Questionnaire Findings: The medical office shall 
 report and remediate any deficiencies identified during IT risk analysis questionnaires in 
 accordance with the HIPAA regulations. The medical office shall also document and retain 
 records of all IT risk analysis questionnaire activities for six years from the date of the 
 activity. 

 ●  Compliance Assistance: The medical office shall seek assistance from the Department of 
 Health and Human Services (HHS) in complying with HIPAA regulations as needed (45 CFR 
 164.308(a)(1)(ii)(A)). 
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